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Abstract. Nowadays horizontal or one shot attacks theoretically con-
stitute a real threat to the smartcards. Nevertheless, in practice their
application remains very difficult due to the environmental countermea-
sures introduce by designers but also to the complexity of the attacks.
Horizontal attacks are constituted of multiple steps. Each step is crucial
and can lead to a unsuccessful attack. In a first step the whole curve have
to be acquired, then the curve is cut and the different parts have to be
synchronized. Finally after a noise reduction and points of interest (PoIs)
definition, different distinguishers can be used to retrieve the secret. In
this context, this talk proposes effective solutions for their different steps
that constitute an horizontal attack in practice.


