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Abstract

Random number generators represent important cryptographic prim-
itives. They generate random numbers or random bit streams that
are used at many security levels in various cryptographic schemes,
and have to be unpredictable and flawless. Unpredictability is guar-
anteed the best by using a random physical process in a physical True
Random Number Generator (TRNG). However, the design of physi-
cal TRNGs is a very challenging one because many aspects related to
this kind of generators are not mastered as they should be. A work
in progress is aiming to propose an approach to evaluate TRNGs and
check if they are safe enough to be used in cryptographic schemes.
This apporach will be illustrated with the evaluation of a PLL-based
TRNG secured by dedicated statistical tests.
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