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Abstract. Passive physical attacks represent a threat to microelectronics systems

by exploiting leakages through side-channels, such as power consumption and elec-

tromagnetic radiation. In this context, masking is a sound countermeasure against

side-channel attacks, which splits the secret data into several randomly uniform data,

achieving independence between the data processing and the secret variable. However,

a secure masking scheme requires additional implementation costs. Furthermore,

glitches and early evaluation can temporally weaken a masked implementation in

hardware, creating a potential source of exploitable leakages.

This work shows how to create register-free masking schemes that avoid the early

evaluation effect with the help of the dual-rail logic. Moreover, we employ monotonic

functions with the purpose of eliminating the occurrence of glitches in combina-

tional circuits. Finally, we evaluate different 2-share masked implementations of

the PRESENT and AES S-boxes in a noiseless scenario in order to detect potential

first-order leakages and to determine data propagation profiles correlated to the secret

variables.


