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Ten lightweight authenticated ciphers have been selected as finalists of the Lightweight Cryptography Standardization process by
NIST. These algorithms provide authenticated encryption and hashing through different design approaches, offering varying tradeoffs
between performance and implementation complexity. As the final round of the standardization process draws to the end, the focus of
the evaluation has shifted towards bench-marking these finalists using different hardware targets. Low-cost FPGAs stand out in this
regard. Despite implementation results for multiple finalists being reported, several algorithms still remain unattended. That is the
case of Photon-Beetle, which to the best of our knowledge, has not been implemented before in hardware. In this talk, we discuss the
implementation challenges associated with this algorithm. We first propose an unified low-area architecture for the implementation of
Photon-Beetle with focus on the 32-bit rate variant. Our design performs data encryption, decryption, and hashing through an unified
datapath. Then, we review the security of this architecture against side-channel attacks and propose a threshold implementation.

Lastly, we propose modifications to the algorithm which can improve the efficiency and security of its implementation.
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